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How to protect your self from Wanacrypt

Wanacrypt is a virus that encrypts your files (Ransonware) and can also spread via your LAN
(Worm). Here's how to protect your self against this virus.

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover yvour files, but do not waste your time. Nobody can recover your files without
i - (2 T P Tion service.
Payment will be raised on B Can 1 Recover M_V Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
e T But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
E— .| 50, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

SR e A J.a T ...

5/20/2017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

bitcoin
et [12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
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Step 1 — Update your computer (Windows Vista or newer)

Update status

I

Checking for updates...

Update settings

Looking for information about the latest updates?

e Update your computer.

@ Microsoft has patched the security flaw that Wanacrypt exploits in March 2017 for computers
running Windows Vista or newer.

& Windows Vista support has ended since 11th April 2017
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Step 2 — Update your computer (Windows XP, Server 2003 or 8)

1 Windows XP, Server 2003 and 8

D Qi L Br [l | e support has ended.
| s it el v o e Although Mircosoft has ended
gmh:hﬁfﬂh Sl el SR L Windows XP support in 2014,
gesten Server 2003 in 2015 and Windows 8
it A i R R (Not 8.1) in 2016. Microsoft has
P e s issued a patch for Windows XP
Q wromme e e (both 32 and 64 bit), Windows
Server 2003 (Both Server 2003 and
2003 R2) and Windows 8.
& Since Windows XP, Server 2003

&2 Software Lpdate Tnst... S T

and 8 support has ended you should
upgrade your computer to a newer
version of Windows.

@ You can download the updates here

Step 3 — Anti Virus, Anti Malware

@ Avast Free Antivirus

9] e Keep an up-to-date Antivirus. An
Antivirus is very important to protect

o y your self against virus attacks

Protection

You can help your Antivirus by
installing an Anti-Malware program
such as Malwarebytes or Hitman
Pro

You're protected

Privacy Silent Mode is tumed on. Turn OFF

RUN SMART SCAN
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https://www.malwarebytes.com/
https://www.hitmanpro.com/en-us/hmp.aspx
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Step 4 — Back Up Your Data

e Backup your important files. You can do this either with a USB Drive or Hard Disk/Solid State Drive

@ Most people should keep daily incremental backups plus a full monthly backup for three months.

Step 5 — Disable SMB 1

e Disable SMB 1 on your computer, you can learn how here
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Step 6 — What if I'm already infected?

Cione: vour Tiis s base sctyitad _ e Sorry but your files are lost forever...

What Happened to My Computer? :(
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without & D O N 'T pay th e ra n SO m aS t h e re iS

M our decryption service.

MR .. | Recover My Files? no proof that you'll get your files

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time. baCk '
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>. -
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months. DiSCO n neCt yO U r CO m pUter fro m yO U r

Your files will be lost on

202017 0047:55 = St 4 network to prevent it from spreading.

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

fﬁirzegrPf_}:nfrl_lfiin:_!cfsheckPaymenr:-.Eestﬂmemcheck.G:tmam-ll:ﬂoam - [ ) ReInSta” WII"IdOWS, |f yOU need help,

Send $300 worth of bitcoin to this address: Click here
e

i 1a 'm ' This is where your backup comes
into play as the backed up files can

be recovered and you can continue
working.

This is how to protect your self from Wanacrypt.
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